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Ethical E-Discovery: Core Competencies
for New York Lawyers

hile technology may sometimes
daunt even the most experienced and
knowledgeable litigator, the impact of
technology on the demands and reali-
ties of discovery cannot be ignored
or minimized. Many jurisdictions and courts are
now explicitly requiring lawyers to have sufficient
learning and skill regarding electronic discovery
(e-discovery) and electronically stored informa-
tion (ESI) or, in the alternative, to associate with
competent lawyers who do. This article highlights
arecent California Bar opinion and focuses, look-
ing forward, on the ethical duties implicated by
e-discovery with respect to New York lawyers.

Listing Skills

The California Bar recently released an
opinion concerning the ethical obligations of
attorneys with respect to e-discovery and ESI. 1
Pointing out that in today's world, every litiga-
tion matter potentially involves e-discovery, the
opinion centered on the duty of competence,
as well as confidentiality and the supervision
of subordinate lawyers. Among the skills listed
by the California Bar that an attorney handling
e-discovery should be able to perform are:

(1) initially assessing e-discovery needs and
issues, if any;

(i) implementing or causing implementation
of appropriate ESI preservation procedures,
such as circulating litigation holds or suspend-
ing auto-delete programs;

(iii) analyzing and understanding the client's
ESI systems and storage;

(iv) advising the client on available options
for collection and preservation of ESI;

(v) identifying custodians or potentially rel-
evant ESI;

(vi) engaging in "competent and meaningful
meet and confer with opposing counsel concern-
ing an e-discovery plan";
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(vii) performing data searches;

(viii) collecting responsive ESI ("in a manner
that preserves the integrity of the ESI"); and

(ix) producing responsive non-privileged ESI
"in a recognized and appropriate manner."

Most attorneys who have litigated a matter
involving ESI will recognize this list as represent-
ing the standard tasks one should engage in and
competently execute to properly collect and pro-
duce responsive ESI to the opposing party. The
California Bar noted that: "Electronic document
creation and/or storage, and electronic commu-

In New York, there is an ample basis to
discern a framework for ethical obliga-
tions, derived from ethics rules, court
rules, and sanctions decisions in the
e-discovery context.

nications, have become commonplace in modern
life, and discovery of ESI is now a frequent part of
almost any litigated matter. Attorneys who handle
litigation may not ignore the requirements and
obligations of electronic discovery."

Framework for New York

While at the present time there is not a devel-
oped record of disciplinary decisions on these

topics in New York, there is an ample basis to
discern a framework for ethical obligations,
derived from ethics rules, court rules, and
sanctions decisions in the e-discovery con-
text. New York courts have been leaders in the
advancement of e-discovery law, and sanctions
have included additional discovery, monetary
penalties (including six figure judgments), and
adverse inference instructions, including judg-
ments as to liability.2 These issues also arise in
the attorney malpractice context.3 Ultimately,
these sources provide a framework for New York
lawyers when executing their ethical duties in
the e-discovery context.

The key ethical rule at issue is competence,
which requires that lawyers have the legal
knowledge, skill, thoroughness, and prepara-
tion to conduct the representation, or associate
with a lawyer who has such skills.4 A recently
added Comment to Rule 1.1 of the New York
Rules of Professional Conduct indicates that
lawyers should "keep abreast of the benefits
and risks associated with technology the law-
yer uses to provide services to clients or to
store or transmit confidential information[.]"5
This comment change is similar to a recently
added Comment to the ABA Model Rule, which
holds that "a lawyer should keep abreast of
changes in the law and its practice, including
the benefits and risks associated with relevant
technology."6

Lawyers should also supervise the work of
others to ensure it is completed in a competent
manner.7 In addition, it is critical that lawyers
refrain from revealing confidential or privi-
leged client information in the course of e-dis-
covery.8 The New York State Bar Association
has discussed the importance of competence
and confidentiality when attorneys handle or
store electronic information.9 It is evident that
in today's world, these obligations carry over
into the realm of ESI preservation, collection,
and production.

A starting point for establishing competence
in the ESI context are the court and procedural
rules. The New York Supreme Court and Com-
mercial Division rules require that attorneys
are sufficiently well versed in their clients' tech-
nological systems to competently discuss all
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issues relating to e-discovery at the preliminary
conference.10 The Federal Rules of Civil Proce-
dure require that the discovery plan considers
the preservation of ESI and the forms in which
it should be produced.11 Accordingly, lawyers
should be sufficiently well-versed in ESI and
e-discovery to be aware of these issues and to
discuss them with clients, opposing counsel,
and the courts.

Well before the preliminary conference or
the first meet and confer, the lawyer may be
required—under her ethical duties of com-
petence—to advise the client regarding (and
help implement or cause to be implemented)
appropriate litigation holds. Sanctions may be
imposed when litigants fail to issue litigation
hold notices when litigation is reasonably antici-
pated, and lawyers should work with clients to
ensure that relevant ESI is not deleted and that
automatic deletion measures are suspended.12

Lawyers should also work with clients to
implement document retention and filing sys-
tems to enable reliable and expeditious e-dis-
covery.13 These guidelines are also important
for in-house and transactional lawyers, as they
are often the first to be apprised of a problem or
anticipated litigation, and they often may also
be involved with ESI preservation, collection,
and continued e-discovery compliance.14

Searching and Keywords

Another key area of a competent lawyer's
involvement is the identification of custodians
and keywords and the implementation of search
mechanisms (either through key words or other
technology assisted review (TAR) techniques
and technologies) to isolate relevant data, for
collection and review. In William A. Gross Con-
str. v. American Mfrs. Mut. Ins., U.S. Magistrate
Judge Andrew Peck of the Southern District of
New York wrote: "[this decision] should serve
as a wake-up call to the Bar in this District about
the need for careful thought, quality control,
testing, and cooperation with opposing counsel
in designing search terms or 'keywords' to be
used to produce emails or other [ESI]."15 As
the facts of that case demonstrate, it is often
the originator of the documents who is in the
best position to meaningfully understand what
search terms would be optimal to effectively
locate responsive documents, and the failure
to do so can cause considerable delays.

Judge Peck has also been an advocate for
use of TAR in the discovery process.16 Because
TAR requires a lawyer to understand how the
analytic tools work and how to properly train
or code the input or "seed sets," increasing use
of TAR in the review and production phases of
discovery may require further expansions of a
lawyer's technological competencies.

Throughout this process, lawyers should take
care not to produce privileged and confidential
information and to create mechanisms to dis-
tinguish and segregate the two.17 As noted in
the California Bar ethics opinion, use of search
terms, without some understanding of the ESI

they draw back and the implementation of
measures to exclude privileged or proprietary
data, can be a breach of a lawyer's ethical obli-
gations.18

Ultimately, attorneys should make a thorough
search for relevant documents and reasonable
inquiries into all document requests, and once
documents are available, they must be timely
produced.19 Attorneys also may not make false

As noted in the California Bar ethics
opinion, use of search terms, without
some understanding of the ESI they draw
back and the implementation of mea-
sures to exclude privileged or proprietary
data, can be a breach of a lawyer’s ethical
obligations.

representations of completed searches.20 In
addition, attorneys should not overproduce
to confuse or overburden opposing counsel,
even if the data includes some responsive docu-
ments.21

Lawyers who lack their own competence in
e-discovery may associate with other lawyers
with the necessary expertise.22 In addition,
lawyers often retain non-lawyer e-discovery
professionals to ensure they are professionally
equipped to handle a given matter. E-discovery
professionals may include lawyers (many firms
now employ dedicated e-discovery counsel)
and non-lawyers (such as litigation technol-
ogy support departments or close partnership
with outside e-discovery vendors). The room
to associate with those who have the requisite
skills implicates the lawyers' ethical duties of
supervision.

As ESI review takes on an outsized role in
litigations, responsible attorneys need to super-
vise the work accordingly.23 Lawyers should
ensure that there is no undocumented practice
of law and cannot outsource their own duties to
inexperienced non-professionals.24 Lawyers also
should ensure that privilege and confidentiality
are maintained with outsourced staff and should
not give outside vendors more information than
necessary.25

Conclusion

Under the controlling ethical rules and the
ever increasing judicial guidance in the area
of e-discovery, and with the added awareness
prompted by the publication of out-of-state
ethics opinions, it is evident that New York
attorneys have minimum obligations to estab-
lish core ethical competencies with regard to
e-discovery. At a minimum, lawyers should be
familiar and capable with litigation holds and
non-deletion instructions; establishing systems
to maintain and organize documents; creating
and exchanging search keywords; conducting
comprehensive and prompt ESI searches and

productions that are not over or under inclusive;
and distinguishing and maintaining confidential
and privileged information with respect to ESI
and search keywords.

In addition, attorneys should supervise all
who do this work under their direction and
ensure that information remains confidential
in this regard. As the standards of professional
conduct catch up with changing technologies,
it is apparent that these duties and responsi-
bilities will become a more central part of the
ethics canons.
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