
Sanctions compliance 
and cryptocurrency
Continuing the approach taken by various U.S. 
agencies and market regulators, the Office of 
Foreign Asset Control (OFAC) advises that entities 
face the same compliance obligations for 
transactions denominated in virtual currencies as 
they do for traditional currencies. Here are key 
takeaways from a recent update to the office’s 
sanctions compliance FAQ:

For more information, contact Kevin P. Scanlan 
kscanlan@kramerlevin.com.

Covered entities must ensure they “do not engage in 
unauthorized transactions prohibited by OFAC sanctions,” 
including any transactions that attempt to evade, avoid 
or cause a violation of any OFAC-imposed prohibitions. 

OFAC instructs covered entities to ensure that 
they block the property and interests in 
property of anyone named on OFAC’s 
Specifically Designated Nationals and Blocked 
Persons (SDN) List, or any entity owned in the 
aggregate, directly or indirectly, 50 percent or 
more by one or more blocked persons.

OFAC instructs that persons providing 
“financial, material, or technological 
support for or to a designated person 
may be designated by OFAC under 
the relevant sanctions authority.”

OFAC “may include as identifiers 
on the SDN List specific digital 
currency addresses associated 
with blocked persons” in order 
to strengthen its efforts under 
existing authorities.

The field will provide unique alphanumeric 
identifiers of up to 256 characters, and the 
addresses will also identify the specific digital 
currency to which the address corresponds, 
such as bitcoin, Ether or Litecoin.
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